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printf()

• Printf() used to print out

• The first argument is called format string

• Other functions include sprintf, fprintf …



Overview

• Format string vulnerability was discovered in 2001

• A class of vulnerabilities that take advantage of an attacker-

controlled buffer as an argument to printf() function.

• Consequences: the attacker can perform read and write to 

arbitrary memory addresses

• There are a number of functions that accept a format string as an 

argument

• Functions: fprintf, printf, vfprintf

• Programs: syslog….



• printf ("The magic number is: %d\n", 911);

Format Specifiers



Va_start & va_list

• va_start makes va_list point to the first 

optional parameter!

count Va_list

arg1

arg2



printf



Format Specifiers



What if We Make a Mistake

• What if the number of optional arguments does not match the 

number of format specifiers?

• Three format specifiers, with two optional arguments

• Compiler can make a warning in some cases, but …



What if We Make a Mistake



Vulnerable Program



How To Exploit

• We can manipulate buffer to move the 

va_list and read/write the memory 

according to Format Specifiers

• va_start makes va_list point to the first 

optional parameter!



First Try



Read Data

• We need to calculate the offset between secret and va_list



Read Data

• %7$: Positional Parameters / Argument Indexing

• printf(“%7$s, %1$s”, “one”, “two”, “three”, “four”, “five”, “six”, 

“seven”); -> seven, one



Write Data

• %n: write how many characters we have printed into memory 

• Printf(“hello%n”, &i): it will change the value of i to 5



Write Data

• %n: write how many characters we have printed into memory 

• We know that the address of id is 0x804c02c



Write Data

Why



Write Data



Change Data to Arbitrary Value

• Suppose we want to change the value to 0x66887799

• The precision modifier is written as .number, pad with 0

• printf(“%.5d”, 10) -> 00010

• The width modifier. Pad with space

• printf(“%5d”, 10) -> ___10



Change Data to Arbitrary Value

• id is 1000044 -> why?

• 4 (address) + 5 × 8 + 1000000 = 1000044



We Can Change Two Bytes Once

• %hn → the address is treated as a pointer to short (2 bytes)

• %hhn → the address is treated as a pointer to char (1 byte)

• h: Specifies that a following d, i, o, u, x, or X conversion specifier 

applies to a short int or unsigned short int argument (the argument 

will have been promoted according to the integer promotions, but 

its value shall be converted to short int or unsigned short int before 

printing); or that a following n conversion specifier applies to a 

pointer to a short int argument.



We Can Change Two Bytes Once

• If we want to change var to 0x66887799, we can change two bytes 

once → two attempts, or one byte once -> four attempts

• 0x804c02c → 0x7799

• 0x804c02e → 0x6688



• id is 1720219545 1720219545 = 0x66887799 why?

We Can Change Two Bytes Once



We Can Change Two Bytes Once

• Think the movement of the va_list!

• When scanning to %hn, where is the va_list?

• va_list points to the start of the buffer on the stack

• 4 (address) + 4 (@@@@) + 4 (address) + 5 × 8 + 26196 = 26248 
= 0x6688

• 26248 + 4369 = 30617 = 0x7799



Questions

• Why do we need 5 extra %8x before %26196x?

• Why do we need to insert @@@@ before two addresses?

• In fact we can use $ to move va_list directly.

• →%7$x will move the va_list to the seventh position in the stack



Get A Shell

• See Vulnerable Program

• change address(puts) to get_shell()

• change id to 1234



Get a Shell
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