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ret2lic: Function Epilogue
leave ->
    mov %ebp, %esp

    pop %ebp
ret -> 
    pop eip



ret2lic: Invoke system()
We invoke system by redirecting the return address on the stack
We need to make up the stack to fool the system function.

state after invoking a function (before function prologue)

We need to make the stack like this when entering system function()



Value on the stack

system’s arguments 1.

the return address after system() -> set it to exit or 0xdeadbeef – does not matter 2.

the address of system()3.



Review
Why do we need to use ret2libc?

We cannot inject code, but we can reuse existing code – code reuse attack

What’s ASLR

Wikipedia

Address space layout randomization

Address space layout randomization (ASLR) is a computer security technique involved in preventing
exploitation of memory corruption vulnerabilities.&#91;1&#93; In order to prevent an attacker from reliably…

https://en.wikipedia.org/wiki/Address_space_layout_randomization


ASLR
Check ASLR status

To check the ASLR status on a Linux system, you can read the value from the 
/proc/sys/kernel/randomize_va_space file. The value stored in this file determines the type of ASLR 
being applied:

0: No randomization. Everything is static.

1: Conservative randomization. Shared libraries, stack, mmap(), VDSO page are randomized.

2: Full randomization. In addition to elements randomized by conservative randomization, memory 
managed through brk() is randomized.

https://book.hacktricks.xyz/binary-exploitation/common-binary-protections-and-bypasses/aslr


ASLR



It Makes the Attack Harder

That's because the base address of libc has been changed → the address of the system function  will be changed



How to Get the Base Address of libc
We can abuse the data in the PLT to leak the library function

How does dynamic linking and loading work?
Think about the process to invoke the printf function in libc

Q1: the implementation of the function is not in the executable binary, where is it?

Q2: how the printf() function is invoked, even if the base address of the libc is different?
Q3: what are the benefits of dynamic loading/linking?

Picture is from CSU0027 - System Programming, NTNU CSIE



GOT and PLT
Global Offset Table (GOT)

To be an indirection table and accessed when PIC calls functions and operates on data variables.

It always consumes no space in executables and allocates memory when loading.

The values in GOT (Global Offset Table) will be evaluated at runtime by the linker

Procedure Linkage Table (PLT)

For procedure only

To support dynamic linking, each ELF shared library or executable that uses shared libraries has a 
PLT.

Adds a level of indirection for function calls analogous to that provided by the GOT for data



Two Views of an ELF File

Picture is from CSU0027 - System Programming, NTNU CSIE



ELF Sections and Segments



An Example
Lazy binding

The loader does not need to resolve all the dynamic functions when loading a library
The address is resolved when it’s first invoked

0x804c01c is the GOT entry for puts function: what's the value of this GOT entry?



An Example
The value changes from 0x8049086 to 0xf7df6880, why?

The resolver will find the real address of puts in libc

Then it fixes the address in the GOT entry



What We Have So Far
The address of the PLT of the puts function is fixed.

Not always true, we disable the PIE option when compiling the program.

We can redirect the return address to an arbitrary location.

What if we redirect the return address to the PLT of the puts function?

We set the parameter to the address of the GOT entry of the puts function

That means we can execute puts(GOT(puts)) → we will output the content stored in the GOT entry, 
which is the real address of the puts function in libc!



Vulnerable Program

include <stdio.h>
#include <stdlib.h>

int vul(void)
{
   char buffer[32] = {0};

   gets(buffer);
   return 1;
}

int main(void)
{
   puts("ret2libc start");

   vul();
   puts("ret2libc end");
   return 0;
}



First Try



First Try

[*] '/home/yajin/workdir/teaching/sec-master/stack_attack/02_ret2libc_32/vul_aslr'
    Arch:     i386-32-little
    RELRO:    Partial RELRO
    Stack:    No canary found
    NX:       NX enabled
    PIE:      No PIE (0x8048000)
[+] Starting local process '/home/yajin/workdir/teaching/sec-
master/stack_attack/02_ret2libc_32/vul_aslr': pid 238337
[*] puts@libc: 0xf7df6880  -> we get the puts in libc



Infer the Base Address of libc
We know the runtime address of the puts function in memory now

Addr of puts = libc base address + offset of puts in libc

If we can find the offset of puts in libc, then wen can get the base address of libc at runtime!

offset_puts = libc.symbols['puts']
libc_base = puts_libc - offset_puts



Find Other Addresses
Address of system: libc base + offset of system in libc

Address of ”/bin/sh”: libc base + offset of this string in libc

How do we get these offsets

Option I: find by ourself if we have the libc.so

Option II: we can use the online tool

http://libc.so/


Chain Together
So far, we can get the base address of libc and other critical functions, including system()

We can get the address of “/bin/sh” in the memory

We need to execute the system(“/bin/sh”)

But, we cannot reuse the libc base address in the next run, which means after executing 
puts(GOT(puts)), we need to execute system() directly.

How can we do that?



Chain Together



Demo


